Programmable and Contextual Reputation in Web3: The SANSEM Score
as a Model for Advancing Digital Credit

Abstract

As Web3 shifts from purely financial primitives to complex social landscapes known as
Decentralized Societies (DeSoc), the lack of standardized, portable, and multi-dimensional
trust primitives presents a systemic bottleneck . Traditional on-chain metrics have strictly relied
on token balances or static non-transferable tokens, known as Soulbound Tokens . This research
reviews the paradigm shift from static reputation to "Programmable and Contextual
Reputation," exploring frameworks like the SANSEM Score model to build digital credit and
verify multi-dimensional reliability. By leveraging off-chain data computation alongside on-
chain dynamic cryptographic structures, Web3 protocols can create isolated, domain-specific
trust scores that update dynamically without compromising user sovereignty or data privacy .
Furthermore, the paper discusses practical applications such as undercollateralized lending in
Decentralized Finance (DeFi) and Sybil-resistant governance .

1. Introduction: The Shift from Static to Contextual Reputation

Web 3.0 aims to replace the exploitative web owned by centralized repositories with a
decentralized internet where individuals own their time and data and are fairly reimbursed
(Potts & Rennie, 2019, as cited in Guan et al., 2023). However, early iterations of Web3 identity
utilized static assets, such as specific NFTs or simple governance token counts, to signal
authority .

1.1 A Brief Definition of Programmable Reputation

Programmable and contextual reputation assumes that trust is multi-dimensional and non-
transferable . Unlike arbitrary, centralized rating systems where global capital rules all
domains, programmable reputation maintains multi-domain isolation, meaning a developer
score does not inherently equal a governance score . It relies on hybrid computation layers
involving off-chain Zero-Knowledge (ZK) computation and on-chain state to dynamically
track continued active participation .

1.2 The Architectural Necessity of On-Chain Credibility

Relying on static financial reputation leads to systemic failure modes, such as capital
concentration (plutocracy) and single-axis exploitation like Sybil attacks . To build a functional
and resilient programmable reputation ecosystem, the architecture must decouple data
ingestion, scoring, and application state into three fundamental layers:

1. Data Aggregation Layer: Ingests data streams from heterogeneous sources, including
on-chain transaction histories, Decentralized Autonomous Organization (DAQO) voting,
and GitHub developer footprints .



2. Contextual Computation Engines: Executes custom modular scoring algorithms off-
chain to transform raw credentials into customized indexes .

3. Programmable Integration Layer: Provides application programming interfaces
(APIs) and Verifiable Credentials (VCs) that decentralized applications (dapps) ingest
to trigger automated smart contract functions .

2. Mechanism Analysis: The SANSEM Score as a Case Study

The architectural logic behind contextual models like the SANSEM Score relies on
synthesizing disparate data points to evaluate true commitment.

2.1 Deconstructing the Score's Architecture

The model synthesizes "Developer Reputation"—evaluating what has been technically built
and deployed—with metrics like "Dollar Days" . The Dollar Days metric measures cumulative
financial and temporal commitment (Capital x Time) rather than momentary liquidity spikes.
These mechanics are enforced by smart contracts on a blockchain network that guarantees
decentralization, persistency, and auditability (Zheng et al., 2018).

2.2 Filtering Noise and Extracting Genuine Conviction

To ensure resilience against historical gaming or sudden inactivity, these trust models employ
rigorous mathematical algorithms (see Figure 1) :

e Temporal Decay Functions: Reputation is treated as a wasting asset if left
unmaintained. The system continuously calculates exponential decay:

R(t) =Ry x e * + Z(ARi x e~ AE-t))



Figure 1: Temporal Decay of Contextual Reputation Over Time
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e Decentralized Graph Traversal (MeritRank): Instead of a global page rank,
reputation is calculated via customized random-walk graphs. This measures trust
relative to the user query node, successfully isolating and neutralizing malicious Sybil
clusters .

3. Practical Applications (Use Cases in Decentralized Ecosystems)

The implementation of contextual reputation unlocks significant utility across Web3 primitives.
3.1 DeFi and Digital Credit

Decentralized Finance (DeFi) networks, such as MakerDAO and Uniswap, currently function
as peer-to-peer marketplaces controlled entirely by smart contracts (Raval, 2016).
Programmable reputation transitions the DeFi space from raw capital locks to merit-based
leverage . By achieving high structural safety scores, users can access undercollateralized DeFi
lending, reducing collateral thresholds without introducing systemic default risks to the
protocol . (see Figure 2)

Figure 2 : The Paradigm Shift to Undercollateralized Lending via Digital Credit
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3.2 Community Governance and Incentive Routing

DAOs often struggle with pure token-based plutocracy . Contextual reputation establishes
Sybil-resistant governance by introducing weighted voting scores based on past positive
operational code deployments or governance consensus alignments . To resolve data privacy
concerns when storing raw credentials, developers leverage Zero-Knowledge proofs (ZKPs),
allowing users to prove they meet a reputation threshold without exposing their historical
interactions .

4. Conclusion: Reputation as a Fundamental On-Chain Asset

The evolution of Web3 demands a holistic framework that integrates technological, economic,
and governance pillars (Open Research Europe, 2026). Programmable and contextual
reputation serves as the cornerstone for transforming social and technical capital into tangible
digital credit. Supported by infrastructure such as the InterPlanetary File System (IPFS) for
decentralized storage and decentralized oracle networks like Chainlink for reliable off-chain
data (Open Research Europe, 2026), models akin to the SANSEM Score provide a secure,
privacy-preserving, and tamper-proof foundation for the emerging decentralized platform
economy (Lage et al., 2022).
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